PROTECTION OF STUDENT INFORMATION

1. Purpose. This policy is intended to protect the personally identifiable information
(“PII”) of students when students are required to use online educational services, including to
provide protections against potential misuse of Pll, data mining, or targeting for marketing and
other commercial purposes.

2. Review of Online Educational Services. All online educational services that
students or their parents are required to use as part of school activities must be reviewed and
approved as described herein, regardless of whether the online educational service is free, whether
use of the online educational service is unique to specific classes and courses, or whether there is
a written agreement governing student use. The Principal or their designee must review each
online educational service’s terms of service and privacy policy to ensure compliance with state
and federal privacy laws, including the Applicable Laws, and the requirements set forth in this
policy. The Principal or designee must determine whether the online educational service provider
will collect PII, how it will be used, when and how it will be destroyed, and the terms of re-
disclosure, if any. Under no circumstances may an online educational service be used if such a
service will share or sell student PIl for commercial purposes (including, but not limited to,
targeted advertising) without providing parents a means to either consent or disapprove.

3. Approval of Online Educational Service. If a teacher or other employee at the
School intends to utilize an online educational service as part of a school activity, they must first
submit a request to the Principal or their designee for review and approval. No online educational
service may be utilized for any school activity unless it has been reviewed and approved. Following
the review described above, the Principal or their designee must approve or deny the use of the
online educational service. The Principal or designee reserves the right to deny the use of any
online educational service for any reason, including if the online educational service is determined
to have policies or practices that could lead to the misuse of student PII or violate the Applicable
Laws. The Principal or designee may also approve the use of an online educational service subject
to parental consent, as described in more detail below. The Principal or designee will maintain
documentation related to the approval or denial of all online educational services. Nothing herein
is intended to supersede the authority of the Governing Board to approve the use of an online
educational service to the extent such approval is required by any other policy of the School.

4. Contracts and Agreements. All contracts or agreements executed by or on behalf
of the School with a third-party vendor or a third-party service provider must protect the privacy
of education records and student PII contained therein. Any agreement that provides for the
disclosure or use of student PIl must:

a. Require compliance with FERPA, its implementing regulations, and Section
1002.22, F.S.

b. Where applicable, require compliance with COPPA, 15 U.S.C. ss. 6501-6506,
and its implementing regulations.



c. Where applicable, require vendors to ensure compliance with the Student
Online Personal Information Protection Act, Section 1006.1494, F.S.

d. Ensure that only the PII necessary for the service being provided will be
disclosed to the third party; and

e. Prohibit disclosure or re-disclosure of student PII unless the disclosure is
authorized by FERPA, the disclosure is authorized by the School’s directory
information policy, and the disclosure is authorized by written consent of an
eligible student or parent. Consent must include, at a minimum, an explanation
of who the PII would be disclosed to, how it would be used, and whether re-
disclosure is permitted.

5. Parental Notification and Consent. Parents must be notified in writing if student
P11 will be collected by an online educational service, including what P11l will be collected, how it
will be used, when and how it will be destroyed, and the terms of re-disclosure, if any. This
notification should be sent to parents at the beginning of the school year, or prior to students
utilizing the online educational service if it is implemented after the start of the school year. If
during the review process or at any time thereafter it is determined that an online educational
service will share or sell student PIl for commercial purposes, school personnel shall be strictly
prohibited from allowing students to utilize the online educational service in any school activity
without having first obtained written parental consent.

6. Notification. For any online educational service that a student is required to use,
the School will provide notice on its website of the PIl information that may be collected, how it
will be used, when it will be destroyed, and the terms of re-disclosure, if any. This notice will also
include a link to the online educational service’s terms of service and privacy policy, if publicly
available. For online educational services that students and parents are referred to as part of a
school activity or function, but are not required to use, the School must provide notice to parents
and eligible students if such online services have not been reviewed and approved in accordance
with this Policy.



